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IDENTITY

Each individual attending an
event has the opportunity to .
post basic biographical and .
contact information along .
with resources to share with
the community.

for all who attend events,
thumbnail pictures of all

participants will appear
along and documentation
related to the event, for

audio files, power points
and hand outs.

Serving as a group memory

example - programs, notes, :

Social Netwok Technology Components of Integrative Activism

ONLINE RESOUCE ARCHIVE

. Collaborative filtering will alow Recources are
. leaders to find books, articles, ~cataloged by rootfaith

. academic papers, reports, tradition, the tree o.f
. pamphlets, training contemplatlve practice
. opportunities, websites, best ~ and realm of social
. and innovative practices. change

- COMMUNITY OF PRACTICE*
. . . Online tools support discussion
similar those in Yahoo groups, but

with improved functionality and the ,

capacity to work collaboratively on
documents. ;




wiki.idcommons.net
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Master of Science In
Identity Management
and Security
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Its Everyone,
Everywhere

Nttos://www.flickr.com/photos/nasamarshall/ 38450248 7 4



What are all the different
places that Pll ends
up in databases?

The Domains of Identity

by Kaliya “ Identity Woman” Young, MSIMS




1. Me and My ldentity
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1. Me and My ldentity

Quantified Self Movement




1. Me and My ldentity
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1. Me and My ldentity
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1. Me and My ldentity
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2. You and My ldentity
Delegated Relationships
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These are the source of data in the
Interactions with the next 12 domains.
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Me and My Ildentity
Domain 1

'

Person -> Person

You and My ldentity Person -> Entity
Delegated Relationships Entity -> Person

| Domain 2 i




3. Government Registration




Government Registration

Primary Registration

Done by Parents for their Children



Government Registration

Primary Registration

Done by Parents for their Children

Secondary Registration
Done by Subjects for themselves

Using Documents from Primary Registration



3. Government Registration

All the systems and processes
are very recent inventions.

Most are less then 100 yrs old



3. Government Registration
Modern

< States >

Individuals




4. Government Transactions




Civil Society

Religious Institutions

Education Union Membership
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5. Civil Society Registration




6. Civil Society Transaction




7. Commercial Registration




8. Commercial Transaction










Surveillance




Surveillance

1) Voluntary Known




Surveillance

1) Voluntary Known

2) Involuntary Known



Surveillance

1) Voluntary Known

2) Involuntary Known

3) Involuntary Unknown



0. Government Surveillance




10. Civil Society Surveillance
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11. Commercial Survelillance







Me and My Identity ]_

| Domain 1

¥

You and My |dentity
Delegated Relationships

I Domain2 |

Person -> Person
Person -> Entity
Entity -> Person

!

Government | Civil Society | Commercial  Employment
Registration | Domain 3 Domain 5 Domain 7 Domain 12
Trasnactions | Domain 4 Domain 6 Domain 8 Domain 13
Surveillance |Domain 9 Domain 10 |Domain 11 |Domain 14




15. Data Broker Industry
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Me and My Identity |
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You and My |dentity Person -> Entity
Delegated Relationships Entity -> Person
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How do identifiers work today?









...INn someone else’s name space



https://medium.com/evernym/the-three-models-of-digital-identity-relationships-ca0727cb5186
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https://medium.com/evernym/the-three-models-of-digital-identity-relationships-ca0727cb5186

Identity Provider Model



https://medium.com/evernym/the-three-models-of-digital-identity-relationships-ca0727cb5186

some identifiers we can pick...

MYURL.COM


http://myurl.com

some identifiers we can pick...

MYURL.COM

...out we really rent them...


http://myurl.com

...and we rent our
phone numbers



http://myurl.com

There are no digital identifiers
we really own.



Without control of our identifiers
we can’t have control

over our identities & personal data.




Without control of our identifiers
we can’t have control

over our identities & personal data.

How do we own our own digital
identifiers?
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https://medium.com/evernym/the-three-models-of-digital-identity-relationships-ca0727cb5186

Decentralized ldentity
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https://medium.com/evernym/the-three-models-of-digital-identity-relationships-ca0727cb5186

Decentralized IDentifier - DID

did:sov:3k9dg356wdc)5gf2k9bw8kfg/a

N

Method-Specific Identifier

Method

Scheme



did:sov:3k9dg356wdci5gf2k9bw8kfg/a



cc2cdOffdeb94d2/78c2d9b432f4748506a /1912
5141e485eb84bc188382019b6

Public

did:sov:3k9dg356wdci5gf2k9bw8kfg/a



cc2cdOffdeb94d2/78c2d9b432f4748506a /1912
5141e485eb84bc188382019b6

did:sov:3k9dg356wdci5gf2k9bw8kfg/a

Private

v

047d599d4521480d9e1919481b02412902693f2
72d19473dbef971d/7d529f6e9



cc2cd0ffdeb94d2/78c2d9b4321t4748506a /71912
5141e485eb84bc188382019b6

Public

~ Key
did:sov:3k9dg356wdc)5gf2k9bw8kfg/a

Private

Kei
047d599d4521480d9e1919481b024129d269 312
7/2d19473dbef9/7/1d/7/d52916e9



{ "Key"”: "Value” }

DID DID Document
JSON-LD document

Decentralized describing the
ldentifier entity identified by

the DID

Slide credit: Drummond Reed, Sovrin Foundation



The standard elements of a DID doc

1. DID (tor selt-description)

2. Set of public keys (for veritication)

3. Set of auth protocols (for authentication)
4. Set of service endpoints (for interaction)
5. Timestamp (for audit history)

6. Signature (for integrity)
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The standard elements of a DID doc

1. DID (for selt-description)

2. Set of public keys (for veritication)

3. Set of auth protocols (for authentication)
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Example DID Document (Part 1)

"@context": "https://w3id.org/did/v1",
"1d": "did:example:123456789abcdefghi”,

"publicKey": [{

"1id": "did:example:123456789%9abcdefghi#keys-1",
"type": "RsaSigningKey2018",
"owner": "did:example:123456789abcdefghi’,

"publicKeyPem": "--

H1y

"authentication": [{

---BEGIN PUBLIC KEY...END PUBLIC KEY-=—--

"type": "RsaSignatureAuthentication2018",
"publicKey": "did:example:123456789%9abcdefghi#keys-1"

H1y

"service": [{
" type ) : 1 -
"serviceEndpoint":

1y

ExampleService",

"https://example.com/endpoint/8377464"




Example DID Document (Part 2)

"ereated": "2002-10-10T17:00:00Z",

"updated”": "2016-10-17T02:41:00Z",

"signature": {
"type": "RsaSignature2016”,
"created": "2016-02-08T16:02:20Z",
"creator": "did:sov:8uQhOMGzWxR8vw5P3UWHI1 j#key/1",
"signatureValue": "IOmA4R7TfhkYTYW87z64003GYF1ldwO
ygie9Wl1lkZ50BYNAKOWG5uOsPRK8/2C4STOWF+83cMcbZ3CBMg2 /
gi25s="
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ldentifier Owners



|dentifier Owners




|dentifier Owners




|dentifier Owners

Edge Layer , or Cj

Cloud Layer %

TR T M M M) M M M)
TR T TR TR ) N M)
LK N 5 E N EE N




|dentifier Owners

TR T
TR T

LK N

M M M)
TR TR
5 E N

Cloud Layer %

M M M)
) N M)
EE N

= sovrin
BTCR
IPFS |




|dentifier Owners

TR T M M M) M M M)
TR Tl TR TR ) N M)
T8 TR | 5 E N EE N




|dentifier Owners

Sha

Cloud Layer

Secure Communication Channel with PKI

%) %j Al
nj

115
1 E; 5

Kj Kj Al
Kj Kj M
E; E; B

M M M)
) N M)
EE N

Agent/Hub

= sovrin
BTCR
IPFS |




|dentifier Owners

Sha
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did:sov:3k9dg356wdci5gf2k9bw8kfg/a



Slide credit: Drummond Reed, Sovrin Foundation



Verifiable

Credentials

DRIVERS LICENSE AND SERVICES CARD
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When a credential is shown to a verifier with a
proof of ID, verification is highly fallible.
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KS might make a credential seem

authentic but these are easy to forge these days.
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ISSUER a VERIFIER

Riin A




ISSUER a VERIFIER

Riin A




ISSUER a VERIFIER

Riin A




ISSUER VERIFIER




ISSUER VERIFIER




ISSUER VERIFIER




ISSUER VERIFIER




ISSUER VERIFIER




VERIFIER




A Verifiable Credential has a standard format.

VERIFIABLE CREDENTIAL

Credential Identifier

Claims

Credential Metadata

Issuer Sighature

) )

Slide credit: Manu Sporny Veres One



VERIFIER




VERIFIER
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No PII

ends up on the shared ledgers
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https://medium.com/evernym/the-three-models-of-digital-identity-relationships-ca0727cb5186

INndivigduals have their own ldentities



What about the organizations”
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Verifiable Organizations Network



Let’s look at an example



Paper documents are cumbersome as
proof of legal compliance and permission.




Mary requires a variety of documents
In order to establish her bakery.

PROVINCE REGIONAL HEALTH MUNICIPALITY
INCORPORATION AUTHORITY
PERMIT LICENSE

_
— i —
“L M’

Some requirements are not obvious,
so she’ll have to do her homework.



This journey involves
multiple sources ...

... and modes of
service delivery.

BC REGISTRY




STEP 12 E

All of this activity
IS @ major burden
for all involved.

2 B




What if ... businesses could provide verifiable proofs
about qualifications when transacting online?

BC REGISTRY

Certificate Certificate Certificate
issued shared e verified

Mary owns this proof-of status for her business




The credential definition is created and published
on the blockchain (ledger) by an issuer.
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LEDGER
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SERVICES

Canada

PERMIT A
o

BC Ministry PUBLIC SAFETY

ASSOCIATION

=
=

mi=
ISSUERS

CITY HALL

IDENTIFIER
REGISTRY

X

Open regqistry of
decentralized identifiers.



We have a chicken-or-egg dilemma.

How do we kickstart one side of the market?



What can services plug into to get things rolling?

e SE



TheOrgBook fills that role and unlocks
the hidden value of BC Registries data.

@I  TheOrgBook

SRS Welcome to

B sriteh Coumbias W !
verifiable organizations.

Registration, permit, and license services
can plug into incorporated businesses.



Digitally signed and sealed verifiable credentials

TheOrgBook

Welcome to
British Columbia’s
verifiable organizations.

|
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The new enrollment experience
IS more convenient ...

BC REGISTRY

TheOrgBook

MARY OLIVIERA

CI'TY

.o QO
QE' ... with a global, open
blockchalin registry.




Mary can own her proof-of-status and
store them In her digital wallet ...

—

... Which opens up more
service possiblilities ...



A decentralized verifiable credential is carried by

the holder on a smart phone or other computing
device.

a The phone does

a lot of the work
as the holder’s
agent.




Organizations now have identities




Organizations now have identities

People now have identities




Organizations now have identities

OPEN STANDARDS FOR IDENTIFIERS & DATA EXCHANGE

EEEEEE:

People now have identities




User/Individual

Application
Presentation
Session
Transport
Network

Data Link

Physical

DID, Verifiable Credentials, DID Auth ‘
Social Networking, Music, Office Application
ASCIIl, EBCDIC, ICA

L2TP, PPTP

TCP, UDP

192,168.1.1
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http://ssiscoop.com
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kaliya@identitywoman.net
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