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1. Context: Some challenges of data regulation  

2. The Working Paper 

 2.1 Scope and Limitations  

2.2 Supervision: Getting to risk-based supervision to act “ex-ante” 

a breach/compromise of data: A proposal 

2.3 Enforcement: A “Responsive Regulation” inspired framework 

2.4 Institutional apparatus  

3. A brief comparison with the Personal Data Protection Bill 2018 

4. Conclusion: Future research and suggestions 



1.Context 

Some challenges of data regulation  



Some challenges of data regulation 
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1. Vast regulated space - ubiquitous processing of personal data  

2. Contraventions of regime may not manifest or be quantifiable 

3. Cross-sectoral effects 



Some challenges of data regulation 
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 The current approach in India: Ineffective legal protections (IT Act 

and RSPP Rules) and minimal/no enforcement  

 The current approach globally: 

• reliance on penalties and after-the-fact prosecutions 

• self-reported breach notifications  

• complaints/litigations to understand “data harm”  

(Chantal Attias, Spokeo line of cases; Cambridge Analytica 

inquiries etc.) 

  Limited effectiveness in protecting individuals and the system  



2.Working Paper 

Scope and Limitations 
Proposals on Supervision and Enforcement 
Institutional Apparatus 



2.1 Scope and limitations 
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(Wright and De Hert, 2016) 



2.1 Scope 
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1. Theoretical proposal in response to ineffectiveness of current 

approaches and the exigencies of our context  

2. Reference points (several others as well, cited in Paper) 

• Directorate of Enforcement, Ministry of Finance, Government of India; 

• Report of the Task Force on the Financial Redress Agency (FRA), Ministry of 
Finance, Government of India. 

• UK Information Commissioner’s Office 

• US Federal Trade Commission and US Consumer Financial Protection Bureau 

 



2.1 Limitations 
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1. First step rather than definitive model -- early thinking requiring 

iteration 

2. Relational approach, not a ranking 

3. Regulatory capacity, resourcing and political will  

 



2.2 Supervision: A proposal for risk-based 
supervision “ex-ante” a compromise 
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Rationale and inspiration 

 Risk-based regulation in Privacy: Privacy risk assessment frameworks 

 



2.2 Supervision: A proposal for risk-based 
supervision “ex-ante” a compromise 
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Rationale and inspiration 

 Risk-based regulation in Finance: The Basel Committee on Banking 

Supervision’s thinking after the 2008 crisis where firms (i) in 

maximising their private benefits chose outcomes that were sub-

optimal for the system and did not take into account externalities (ii) 

moral hazard costs of “too big to fail” institutions (FSB, 2010). 

 Disorderly failure and significant disruption to the wider financial 

system & economy. 



2.2 Supervision: A proposal for risk-based 
supervision “ex-ante” a compromise 
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BCBS’ Assessment methodology or systemic importance (BCBS, 2011)* (i) indicator based 

measurement (ii) bucketing (iii) supervisory judgement (iv) periodic review & refinement 

(*Revised methodology released in July 2018, under review) 



2.2 Supervision: A proposal for risk-based 
supervision “ex-ante” a compromise 
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Our Proposal: Creating an ex-ante “picture” of the market for 

supervisor using: 

 1.  Risk based classification comprising: 

i. a qualitative component accounting for supervisory 

judgement; and 

ii. quantitative component using multiple indicator-based 

measurement to arrive at a risk-classification matrix, and 

2.  Results of privacy impact assessments (where available). 



2.2 Supervision: A proposal for risk-based 
supervision “ex-ante” a compromise 
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2.3 Enforcement: A “Responsive 
Regulation” inspired framework 
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 Responsive Regulation – well developed academic theory (Ayers & 
Braithwaite, 1992 ; Greenleaf, 2014 (among other works)) 

 Predicated on: 

• Transparent escalation 

• Accountable exercise of power based on feedback-loops 

• Risk-based supervisory framework assessments 

• Consumer complaints and breach notifications data 

• Media reports 

 “Speak softly and carry a big stick” 



2.3 Enforcement: A “Responsive 
Regulation” inspired framework 
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2.4 Institutional apparatus 
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 Chief Data Protection Commissioner accountable to Management Board  

 Management Board with independent and full-time members with clear 

terms of reference 

 Transparency through (i) annual report on enforcement actions (ii) 

monthly reports on complaints data  

 Inter-sectoral coordination through MoUs with other 

regulators/ministries 



 
2.4 Institutional apparatus 
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 Internal teams to undertake: 

• Supervision & enforcement,  

• pro-active user protection (through communication and outreach) 

and complaints management;  

• research and analysis 

• legal expertise;  

• independent quasi-judicial forum at the Authority. 

 Regional and zonal presence 



3. Comparison  

A brief comparison with the Personal Data 
Protection Bill 2018 



Comparison with Personal Data 
Protection Bill 2018 
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1. No mandated regional and zonal presence (s. 49)  

2. No consumer complaints database, active complaints management 

and aligned grievance system 

3. No mix of independent and full-time members of Authority (s.50) 

4. Accountability measures crucial for truly “responsive” regulation 

absent 
1. No Management Board structure, crucial for accountability (s. 50) 

2. No publication of annual report on enforcement actions and complaints acted 

upon and a monthly report on complaints received 

5. Significant data fiduciaries (s. 38) does borrow some concepts from 

working paper when it comes to indicative criteria 

 

 

 

 



Comparison with Personal Data 
Protection Bill 2018 
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6. Enforcement actions and escalation 

• New inclusion: Codes of Practice (s. 61), Criminal Penalties (s. 90-92) 

• No clear feedback loops (from complaints, media reports, supervisory 

methodology) and clear mechanism to signal escalation 

7. Fetters and criteria for discretionary exercise of judgement absent we 

suggested (Dvara Bill s.23(4)(d)): 

• the nature and seriousness of the contravention of the provisions of the regime; 

• the consequences and impact of contraventions including (i) benefit or unfair 

advantage gained as a result of the contravention; (ii) loss and harm caused to 

individuals (iii) repetitive or continuing nature of the contravention; and (iv) other 

contraventions committed by the entity. 



4. Conclusion 

Future research and suggestions 
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Next Steps 

 Fleshing out rationale and motivations in the next draft 

 Revisiting weights (and further consideration of factors) 

 Further consideration of feedback loops 
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